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Are you ready to deal with a cyber crisis?
Know what is beneath the surface!

Denial Concentrated data exposure Central d t
e Cloud providers are a bigger target entral managed systems

They will not attack us, we are no because “that’s where the data is”. Our recently commissioned central
target. managed systems are under control.

Tool/Technology focus
We have heavily invested in a tool.

Decision paralysis

Having to figure out on the spot who is
responsible for what will significantly
impair your effectiveness and efficiency
when responding to a Cyber Crisis.

SIEM
We centralize all logs in a SIEM.

Legacy
Old systems and applications are targeted

— @ as they are easy to compromise. Rogue
accounts or accounts with excessive
privileges are used to escalate in
privileges.

Coconut

Unmanaged

Not all types of systems can be
managed in the same manner. Non-
standard systems or OT/IOT might
form an hidden threat.

Not having layered security leads to a
large playfield once the border is
breached.

Blind spots
Inadequate monitoring allows the attacker to stay under the radar.

© 2021 Deloitte Belgium 5



Are you ready to deal with a cyber crisis?
Survive & emerge stronger

As an organisation if you want to survive a cyber crisis you will need to focus on reducing:

« the impact on their processes and service delivery
- the time required to respond to a crisis (respond), recover to a minimal acceptable level of service (recovery) and return to normal
operations (return)

crisis

J
| | I
Hours to days Days to weeks Weeks to months

. crisis P
time <

/_/ Normal operating level

Acceptable operating level
\ Crisis under control

Crisis situation

impact
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FACTS

Are you ready to deal with a cyber crisis?
. . . .. Maersk, victim of a ransomware in
Enterprlse Wlde lmpaCt Of d CYber CFISIS 2017, estimated the recovery costs
between 250 and 300 millions of
The financial impact of ransomware depends on different factors such as the type of company, the IT landscape dollars, after having reinstalled the
and the scope of the incident. The figures below give an indication based on Deloitte’s real-life experience in totality of their infrastructure.

helping clients through a ransomware crisis.”

Recovery towards a Strategical improvements

minimal service level Get your trust back in your digital landscape
2 170 4 WEEKS 1 70 5 vears

€ 100K 1o 500K~ MULTIPLE MILLIONS*

*these costs are mostly related to potential external resources

needed to achieve a full recovery of the systems. Additional
financial impacts can exist, such as stocks decline, loss of income

and production rate, potential legal charges, etc...

OVERALL IMPACT

Tactical improvements
Avoid similar attack in the future

1 10 6 MonTHS
Loss of customer trust and

£ HUNDREDS OF THOUSANDS* reputation

Financial loss

Potential legal impact (GDPR, ...)

Multiple months to a year of
recovery time cause inability to
produce and deliver goods

"There is no such thing as a divide between technology and
business in any company anymore, particularly when it comes

to Cyber. You have got to operate as one."

Andy Powell, CISO at Maersk (Temporary) unemployment

© 2021 Deloitte Belgium



Are you ready to deal with a cyber crisis?
Required capabilities

Crisis

Crisis Crisis management Activation, analysis Monitor & coordinate EIERL G SR Il
return to normal

r r initi ;
management procedures and initial response recovery operations

. . Monitor (social) media
Crisis communication

L procedures Activation, analysis Communicate periodically to internal stakeholders
Communication & initial (proactive)
Legal requirements & communication Communicate periodically to external stakeholders
stakeholder management T e
A Post-Event
Architecture LIS, Monitor IT landscape Reviews &

continuous
Validate priorities for improve ment
recovery

: Safe and gradual
Safe and gradual SR

recovery of crown
EWELS

, controls & training &
. monitoring testing Detect, activation,

Cyber security . analysis & initial

& . Incident response
Disaster 3u5|ness Response
impact procedures
Recovery assessment
& risk

assessment

Containment actions
Disaster
Recovery

Eradication actions
Procedures

Business Business Activation of

Gradually restore other
business processes

business continuity Restore crown jewels
procedures

continuity

continuity
procedures

management

© 2021 Deloitte Belgium



Are you ready to deal with a cyber crisis?
Cyber crisis readiness streams

Every organization should establish capabilities to effectively and efficiently prepare for and manage a cyber crisis. Depending on your
maturity and desired capabilities, we recommend to prioritize the following four areas:

O © O

Technical testing of core Cyber Crisis Management and Cvber Incident R Cyber Crisis
security capabilities Communication process yber Incident Response Simulation Exercises

© 2021 Deloitte Belgium



Are you ready to deal with a cyber crisis?
Stream 1 - Technical testing of core security capabilities

Strategy and operating model

Cyher Security
Management

Cloud security

Extended
Enterprie &
Infrastructure

Third party risk management

Human resources security

People &
Workplace

Physical security
Identity lifecycle management
User access control

Role based access control

Privileged user access control

Secure SDLC

Post-development application
protection

Applications |dentity & Access Management

© 2021 Deloitte Belgium

Infrastructure

Data

Policies, standards and
architecture

Business Objectives & Cyber Risks

Growth/innovation Operational efficiency Regulatory compliance
Unauthorised loss of data Unauthorised change of data Unavailability of services

Cyber risk management, metrics
and reporting

Cyberrisk culture and behavior

Asset management £ & | Penetration testing_&vulnerabﬂity _E
== | scanning cE
s %
H =
System security o Cyber threatintelligence (CT1) ==
g8
£3 .
Malware protection = Brand protection R
Network security I Security event monitoring
End-user device security Patch & vulnerabilitymanagement
o
o
i

Data loss prevention

Encryption

Information lifecycle
management

Data privacy

Information classification

Cyber analytics and operations

Security platform administration and
operations

Incident readiness

Incident response

Business continuity
managementand
recovery

Deloitte has developed the Cyber Strategy
Framework (CSF) to provide a comprehensive
view on the complex domain of Cyber:

Strategy

Ensures that the necessary organization and
structure is in place to prioritize, implement and
optimize the security measures most relevant
for the organization.

Secure
Focused on preventing security incidents and
crises from happening.

Vigilant

Focused on timely detection of security
incidents.

Focused on responding to security incidents.

Capabilities that will help prevent
a Cyber Crisis (ransomware)
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Are you ready to deal with a cyber crisis?
Stream 2 - Cyber Crisis Management and Communication process

Deloitte has developed a pragmatic crisis management methodology. Each of the following are specific facets of a client’s crisis
management that may need to be assessed and guided during the course of a real life event. These evaluation topics are based upon
industry accepted practices from Crisis Management standards (BS 11200:2014), practices utilized internally by Deloitte, and experiences
from crisis management professionals.

Evaluation Topic Topic Description

) i Pre-defined group(s) of senior leaders responsible for all aspects of planning, coordinating,
Response Organisation managing, and executing an organization’s response.

e s I A set of organized guidelines and procedures developed in advance of a crisis to assist an
Crisis Management Plan organization in responding to events more effectively.

Situational awareness capability for effective decision making, rapid staff actions, and

Conmsontparating Fictiee appropriate response execution. [adapted from Department of Homeland Security (DHS)].

Structured approach for analyzing the situation, identifying issues, assessing options, and

Decision Making Process taking decisive actions to support the Real-Time Response (adapted from BS 11200).

Formal structure within an organization’s crisis management program that defines decision

Control Hierarchy rights, leadership succession, and other management controls during a crisis.

Actions taken by an organization to communicate internally and externally during a crisis

Crisis Communications (adapted from BS 11200).

y Formal documentation that the client uses to track the details of the event and response
Information Management actions throughout the crisis.

Ongoing Crisis Monitoring throughout the crisis to support the response teams.

Integration between public and private sector entities to respond to events that may

Private — Public Coordination 2 asir
involve critical infrastructure and key resources.

© 2021 Deloitte Belgium 11



Are you ready to deal with a cyber crisis?
Stream 3 - Cyber Incident Response

Every organization should establish a cyber incident response process to effectively and efficiently prepare for and manage a cyber
incident. A cyber incident response lifecycle breaks incident response down into four main phases, where interconnection is the key to success:

Avoid an attacker from
regaining access through
compromised credentials.

ol K2 B

Containment
Detection & Eradication & Post-Incident

Preparation Analysis Recovery Activity

Avoid that weaknesses
known by the attacker can

be re-exploited.

All passwords changed & MFA enabled?

_ Ensure preventive and
Are our weak spots dealt with ?

‘ detective tooling is in place
‘ Are all assets security compliant ? / on all systems.

Are our users aware ?

Do we have offline back-up ? Bring knowledge of the
lessons learned to the
people.

Ensure quick recovery to
the current state is
© 2021 Deloitte Belgium possible.
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Are you ready to deal with a cyber crisis?
Stream 4 - Cyber Crisis Simulation Exercises

Types of exercises

It is crucial that Business Continuity Management and Crisis Management Plans are tested against reality. This ensures the performance and
effectiveness of the processes and procedures during a disruptive event. Different types of tests can be organized in a different order

of complexity. It is recommended to start with less complex tests in order to be familiar with roles and responsibilities, procedures, etc. in
case of a disruptive event resulting into a crisis.

Coordinated
Integrated

Discrete

A highly realistic simulation
with multiple teams involved
internally together with
external suppliers,
emergency services,
counterparties, regulators,
etc.

Simulation involving a single
response team, examining
the plan and team
performance under limited
pressure

Simulation involving multiple
teams, with the focus on
coordination, communication
and control

Plan introduction and
embedding activities using
discussion and problem
solving techniques

v

Enhancing Capability

Table top exercises

DRP exercises

Simulation exercises

Full scale exercises

© 2021 Deloitte Belgium 13



Are you ready to deal with a cyber crisis?
Key questions to consider

Are you aware what cyber capabilities are most important for your organization?

Are these capabilities at the required maturity level?

How to keep the business running for days or weeks whilst recovering IT systems and data?

How to rebuild IT services from scratch?

How confident are you with the plans you have?

© 2021 Deloitte Belgium
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time crisis p-

Acceptable operating level

,\ Crisis under control

Crisis situation
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Thank you for your attention

Questions?

© 2021 Deloitte Belgium
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1. EU NOTIFICATION REQUIREMENTS
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| n LEGAL FRAMEWORK

NIS Directive | Proposal for NIS Directive Il




I n GDPR — PERSONAL DATA BREACH (l)

Breach of security leading to...

... the accidental or unlawful
destruction,

loss, alteration, unauthorized
disclosure of, or access to,

personal data transmitted, stored or
otherwise processed



I IEl GDPR - PERSONAL DATA BREACH (ll) m

4 )

- Notification to supervisory authority unless it is unlikely to result in a risk to the rights and freedoms of the
individuals concerned

- Content: type of incident (where possible, categories and number of data subjects, data categories and number of data records),
name and contact details of the data protection officer or other contact person, likely consequences of the

incident, measures taken or proposed to remedy the incident and, if necessary, measures to mitigate the
effects

Timing
- Without undue delay, where feasible, within 72 hours to the supervisory authority;
- After having become aware of the breach ("reasonable certainty" that a security incident has occurred that

compromises the protection of personal data)

26
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I Kl GDPR - PERSONAL DATA BREACH (lll)

« Communication to individuals if it is likely to result in a high risk to the rights
and freedoms of the individuals concerned

 When ? “Without undue delay”

« Within the 72 hours’ timeframe, the probable risk for those affected should also
be checked - determination of whether notification is required and which
measure(s) to remedy it - examples:

Loss of control over
personal data

Restriction of Rights

]ONES
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I Kl GDPR - PERSONAL DATA BREACH (IV)

Communication to individuals

Higher threshold than for reporting to the supervisory
authorities

Content of the communication: similar to notification to
authorities

Delay possible if investigation would be hindered by early
disclosure (legitimate interest of law enforcement)

Exception: encryption etc.

28
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I Kl GDPR - PERSONAL DATA BREACH (V)

JONES
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| IEl NS DIRECTIVE | - PURPOSE AND SCOPE

Scope of Application

Purpose: achieve a high common level of security of network and

information systems within the EU

Operators of Essential Services (OES):

+ Energy (electricity, oil, gas)

» Transport (air, rail, water and road)

* Banking

* Financial market infrastructures

* Healthcare

» Drinking water supply and distribution

+ Digital Infrastructure (IXPs, DNS, TLD)

 Digital Service Providers (DSP):
*  Online Marketplaces
*  Online Search Engine

*  Cloud computing services

30
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n NIS DIRECTIVE | - NOTIFICATION REQUIREMENTS

Operators of Essential Services

 To notify the competent authority or the computer emergency response team (CSIRT) of incidents having a significant
impact on the continuity of the essential services they provide;
¢ To provide information enabling the competent authority or the CSIRT to determine any cross-border impact of the

incident.

Digital services providers
¢ To notify the competent authority or the CSIRT of any incident having a substantial impact on the provision of a service

that they offer within the EU;
¢ To provide information enabling the competent authority or the CSIRT to determine the significance of any cross-border

impact.

JONES
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| Kl PROPOSAL FOR NIS DIRECTIVE Il - BACKGROUND

« December 16, 2020: Commission presented a proposal for a Directive on
measures for a high common level of cybersecurity across the Union
(“Proposal for NIS Directive II").

I N - Extension of industry sectors: (i) public administration; (ii) space, (iii)
§ waste management, (iv) postal and courier services, (v) manufacture,
production and distribution of chemicals, (vi) food production, processing
and distribution, (vii) manufacturing and (viii) digital providers.

* One of the objectives: Clarify reporting obligations for companies in the
event of a security incident.

» Specific procedure, content and timeframe for reporting security
incidents.
]ONES
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I n PROPOSAL FOR NIS DIRECTIVE Il - NOTIFICATION REQUIREMENTS

“Essential” and “Important” entities must notify, without undue delay, and in any event
within 24 hours after having become aware of the incident the following stakeholders:

1. Competent authorities or the CSIRT of any
incident having a significant impact on the
provision of their services

2. Where appropriate, the recipients of their
services if the incidents are likely to adversely

affect the provision of the services




| IEll PROPOSAL FOR NIS Il DIRECTIVE - LEGISLATIVE PROCESS

Q2 2023
DECEMBER 2020 _ ONGOING . END OF 2021: NIS 2 Directive fully
. Negotiations between Council . — .
EU Commission proposal el R e Adoption of NIS 2 Directive applicable (18 months
transposition period)

e S

. G i i !
apportour i Jan, 2021 PROPOSAL FOR A
* Proposal currently awaiting EP N I z % o

committee decision N

34
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2. INVOLVEMENT OF LAW ENFORCEMENT

35
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I n MULTIPLE LAW ENFORCEMENT AUTHORITIES ()

Pros/Cons: If involvement of law enforcement in one country is required/desired, how will
law enforcement in other countries react? Public? Regulators?

Which law enforcement authority to notify first? (Risk of loss of control over investigation)

Benefit of obtaining support/information from law enforcement authorities

Challenges <

Confidentiality/privilege waiving risks

Liability risks (timing of law enforcement involvement may suggest earlier notice was
necessary)

Cost

JONES
DAY
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I n MULTIPLE LAW ENFORCEMENT AUTHORITIES (lI)

« Carefully weigh pros/cons before involving any law enforcement authorities

. « If law enforcement notification is required, consider whether other law enforcement
Best Practices < authorities should be notified (discretionary)

» Coordinate notification/involvement of multiple law enforcement to extent possible

JONES
DAY
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3. PITFALLS AND BEST PRACTICES FOR INCIDENT

RESPONSE PLANS

JONES
DAY
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| ﬂ INCIDENT RESPONSE PLANS — COMMON PITFALLS

* Participants don’t understand or follow it;
* Does not identify decision-makers (tasks assigned to groups or functions)

Great plan but...

Not an enterprise wide plan

Escalation triggers from IS to enterprise [alGALEE A
level Incident Response Team * Are purely discretionary

Legal team not involved early enough to
address key legal issues * In particular notification obligations; evidence preservation

Decentralized
communications/notifications * Risk inconsistent statements/approaches

* IS/IT response procedures

JONES
DAY
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INCIDENT RESPONSE PLANS — BEST PRACTICES

‘ Enterprise-level Incident Response Team; stakeholders from across business functions

‘ Clear decision-makers with adequate authority

Build in objective escalation criteria

‘ Involve legal at outset of incident

Allow flexibility to decide how to structure investigation (privileged structure for significant events)

‘ Centralize communications

‘ Following incident, update plan with “lessons learned”

JONES
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Any presentation by a Jones Day lawyer or employee should not be considered or construed as legal
advice on any individual matter or circumstance. The contents of this document are intended for
general information purposes only and may not be quoted or referred to in any other presentation,
publication or proceeding without the prior written consent of Jones Day, which may be given or
withheld at Jones Day's discretion. The distribution of this presentation or its content is not intended
to create, and receipt of it does not constitute, an attorney-client relationship. The views set forth
herein are the personal views of the author and do not necessarily reflect those of Jones Day.
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Insurance as a tool for a better cyber resilience

BJA Webinar on Cybersecurity - how to prepare your company for a Cyber Crisis
24/06/2021
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The Cyber Loop: Managing cyber risk requires a circular strategy

\ @
Organizations Q

enter the loop
at different

points. K

Incident Cyb er Data

Response

Readiness
ik Ecosystem

Quantification

B

Continuously
cycle through
the loop to
obtain better
outcomes.
Source: Aon’s White Paper The Cyber Loop
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Cyber Risk Trends to Watch

Prepared by Aon’s Cyber Solutions

Remote Workforce - Remote Desktop
Protocol (RDP) software, remote access
security, reliance on third party IT service
providers, and digital communication as the
primary venue to share information.

Cyber Extortion - Ransomware attacks
may result in corporate downtime due to
encrypted networks as well as potential liability
consequences in terms of regulatory fines or
third-party lawsuits.

Breach Regulations - GDPR fines rose
by nearly 40% in 2020 with €158.5M in total
and the largest fine in 2020 of €35 million
issued by the German regulator. Italy’s
regulator imposed more that €60M in aggregate.
The highest GDPR fine to date remains the
€50M fine imposed by the French regulator.

C QO

A

&

Source: Aon’s Cyber Insurance Snapshot EMEA

Vendor Risk - The SolarWinds compromise
and the recent Microsoft Exchange
vulnerabilities demonstrate the complexity of
technology supplier relationships and how they
may potentially add risks that may impact cyber
security posture.

Uncovered Technology Professional

Indemnity (PI) - The emergence of
technology services and product exposures in
more traditional industries represents a
potentially “uncovered” Pl exposure that may
not be contemplated from liability and financial
loss standpoints.

Proprietary & Confidential

AON

Empower Results®
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The Ransomware Threat in 2021

the business of ransomware is changing

more more
frequent targeted

» Global ransomware damage « Attackers are moving away

costs are predicted to reach from the “spray and pray”
€17 billion this year, an to target practice and big-
increase of 57X from 5 game hunting
years ago
+ Targeting victims that can
+ Ransomware is the fastest yield a greater financial
growing type of pay-off2.

cybercrime and a top cyber
threat facing organisations in
20211,

1,4) https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
2) https://www.wired.co.uk/article/ransomware-trends-2021

3) https://www.itproportal.com/news/ransomware-attacks-set-to-see-huge-growth-in-2021

Prepared by Aon’s Cyber Solutions

Proprietary & Confidential

more
sophisticated

Attacks are growing in
sophistication.

“‘Double extortion”
attacks

Taking copies of data
and threatening to release
it publicly

Threaten to delete data
entirely

Cold calling victims trying
to restore systems?

more
costly

Some of the most
sophisticated
ransomware attack
groups and malware
variants are now
averaging over
€650,000 per paymentt
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International Cyber Insurance Market Trends as of Q1 2021

1

Claims ?Losses

5

Coverage

S

Capacity

Pricing

el

Retentions

Markets continue to see
material increases in volume
and severity of claims

Coverage overall still broad,
but signs of narrowing in
certain areas

Some carriers are now looking
to reduce lines but overall we
are still able to renewing
expiring limits on large towers

Cyber market conditions are
firming with a notable
acceleration in Q1 2021, due
to ransomware activity

Retentions are being reviewed
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Note: This is a general summary and could vary based on client industry and size
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Cyber Pricing Trends | Result Rate Guidance Changes Across the Entire Portfolio Q4 2020 vs Q1 2021

Key Commentary:

Aon pricing data is real-time on a
historical basis and examines the
year-over-year price change on a
quarterly basis.

= 2020 Q4 Average rate change
from carriers was of +12%

= 2021 Q1 Average rate change
from carriers was of +35% which
represents a 23% increase
versus the previous quarter.

= Majority of respondents
suggested they are seeking rate

increases greater than 30%
throughout Q2 2021.

However, cyber rates are
rapidly changing.
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% of carriers

80%

70%

60%

50%

40%

30%

20%

10%

0%

18%

5-10%

Q4 2020 . Q1 2021
73%
53%
37%
16%
. =
10-20% 20-30% 30-40% 40-50%

*Guidance is provided through Aon’s proprietary survey of the major Cyber insurers Aon trades
with. This is not proposed pricing, or guidance specific to a particular insured’s programme. This
is portfolio level guidance offered by underwriters who participated in the survey.

Source: Aon EMEA Cyber Carrier Survey Q1 2021
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Forward Looking Guidance | Industry Vertical Perceived at Greatest Risk During Q1 2021
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Key Pillars of a Cyber Insurance Policy

Pre-breach
assessments

Access to
pre-vetted vendors

Cybersecurity
information
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Forensic
investigators

Legal services
Notification
Credit Monitoring

Call Center
Services

Crisis Management/
Public Relations

= Costs incurred to

keep or return the
business to
operational

Loss of revenue,
income, turnover
Costs incurred to
recreate/restore

data and
information

» |Legal costs and
damages from
claims alleging
privacy breach or
network security
failure
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Market Standard Cyber Coverages Overview

= Network Business Interruption

Operational

= System Failure

) = Dependent Business Interruption / System Failure
= Cyber Extortion
= Digital Asset Restoration

Privacy and = Privacy and Network Security Liability
Network Security = Privacy Regulatory Fines and Penalties
Risk ) = Media Liability
= PCI Fines and Penalties
_ @ = Breach Event Expenses

Prepared by Aon’s Cyber Solutions
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About Cyber Solutions

Aon’s Cyber Solutions offers holistic cyber security, risk and insurance management,
investigative skills, and proprietary technologies to help clients uncover and quantify cyber
risks, protect critical assets, and recover from cyber incidents.

Cyber security services provided by Stroz Friedberg Limited and its affiliates. Cyber risk
services provided by Aon UK Limited and its affiliates.

About Aon

Aon plc (NYSE:AON) is a leading global professional services firm providing a broad range
of risk, retirement and health solutions. Our 50,000 colleagues in 120 countries empower
results for clients by using proprietary data and analytics to deliver insights that reduce
volatility and improve performance.

© Aon plc 2019. All rights reserved.

The information contained herein and the statements expressed are of a general nature and are not
intended to address the circumstances of any particular individual or entity. Although we endeavour to
provide accurate and timely information and use sources we consider reliable, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be
accurate in the future. No one should act on such information without appropriate professional advice
after a thorough examination of the particular situation.

The information contained in this document should not be considered or construed as legal or tax advice
and is for general guidance only. Accordingly, the information contained herein is provided with the
understanding that Aon, its employees and related entities are not engaged in rendering legal or tax
advice. As such, this should not be used as a substitute for consultation with legal and tax counsel.

All descriptions, summaries or highlights of coverage are for general informational purposes only and do
not amend, alter or modify the actual terms or conditions of any insurance policy. Coverage is governed
only by the terms and conditions of the relevant policy.

aon.com/cyber-solutions w
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1,4) https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
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Note: This is a general summary and could vary based on client industry and size
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Source: Aon EMEA Cyber Carrier Survey Q1 2021

37%

20-30%

Q4 2020 B Q1 2021
53%
11%
30-40% 40-50%
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About Cyber Solutions

Aon’s Cyber Solutions offers holistic cyber security, risk and insurance management,
investigative skills, and proprietary technologies to help clients uncover and quantify cyber
risks, protect critical assets, and recover from cyber incidents.

Cyber security services provided by Stroz Friedberg Limited and its affiliates. Cyber risk
services provided by Aon UK Limited and its affiliates.

About Aon

Aon plc (NYSE:AON) is a leading global professional services firm providing a broad range
of risk, retirement and health solutions. Our 50,000 colleagues in 120 countries empower
results for clients by using proprietary data and analytics to deliver insights that reduce
volatility and improve performance.

© Aon plc 2019. All rights reserved.

The information contained herein and the statements expressed are of a general nature and are not
intended to address the circumstances of any particular individual or entity. Although we endeavour to
provide accurate and timely information and use sources we consider reliable, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be
accurate in the future. No one should act on such information without appropriate professional advice
after a thorough examination of the particular situation.

The information contained in this document should not be considered or construed as legal or tax advice
and is for general guidance only. Accordingly, the information contained herein is provided with the
understanding that Aon, its employees and related entities are not engaged in rendering legal or tax
advice. As such, this should not be used as a substitute for consultation with legal and tax counsel.

All descriptions, summaries or highlights of coverage are for general informational purposes only and do
not amend, alter or modify the actual terms or conditions of any insurance policy. Coverage is governed
only by the terms and conditions of the relevant policy.
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